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Compliance with the Data Protection Act 1998
1.
Data Protection Act 1998

1.1 
This note sets out information about the developments contained in the Data Protection Act 1998 which should be noted and may require action across the University.  The new Act will come into force in March 2000.  The University should, however, begin to prepare itself to conform to its requirements.  A general policy on Data Protection is set out in Section 3 of the document.  Specific arrangements about staff files are being separately formulated by Personnel after due consultation with the Unions.    

1.2 
The Data Protection Act 1998 is at least 80% the same as the 1984 Act which it repeals and subsumes.  It is overall concerned with extending data subjects’ rights to all sets of data rather than to computer records.  The major impact of the Act will be to bring manual filing systems into its scope.  On the whole, however, it is a consolidation and extension of good practice already in place from the 1984 Act.     

1.3  
All data controllers must comply with the Data Protection Principles.  These are:
i) 
Personal data must be processed fairly and lawfully.

ii)  
Personal data should be obtained only for one or more specified and lawful purposes and that personal data shall not be further processed in any manner incompatible for that process.

iii) 
Personal data shall be adequate, relevant, and not excessive in relation to the purposes for which they are processed. 

iv) 
Personal data shall be accurate and kept up to date where necessary. 

v) 
Personal data shall not be kept for longer than is necessary for the purposes for which they are processed.

vi) 
Personal data must be processed according to the rights of data subject under the Act.

vii) 
Data Processors must take appropriate technical and organisational measures against unauthorised and unlawful processing and against accidental loss, destruction or damage to personal data.  (This includes responsibility for outsourced processing.)

viii) 
The transfer of personal data to countries outside the EEA is forbidden unless the receiving country ensures an adequate level of data protection itself.

2. 
Commentary and specific implications for the University:
2.1  
All systematic records relating to individuals now come under the terms of the act regardless of the format in which they are held.  The obvious extension is to paper filing systems but files held on microfiche, audio tape, video film etc. are all potentially accessible to the individual data subject on request.

2.2  
Individuals have enhanced rights in relation to data held on them.  This includes knowing why data is being collected, how it is being used and to whom it might be disclosed.  An individual may, for example, have the right to know and object to the addition of his/her name to an alumni database which may be used for fund-raising.  In the case of sensitive data (on ethnicity, political opinion, criminal records, health, trade union membership etc.), the data can only be processed if the data subject has given consent and/or there are compelling legal reasons or crown/public functions which require it.  The University may systematically need to improve its practice with regard to informing people of the reasons for collecting information at the time of collection, e.g. telling students for the reasons for collecting ethnic category or disability data or informing those who call for prospectuses that their address may be used to send them more information about the University.  

2.3 
Individual data subjects have a right to object to being subject to automated decision taking based on data concerning them  (Credit rating is the obvious one but a data subject might object to personnel selection techniques of an automated nature.)  It is, however, unlikely that this applies to the University.

2.4  
All data controllers must ‘notify’ the Data Protection Agency of their existence and the data records they hold. At present we are ‘registered’ under 1984 arrangements.  We will not have to notify the Data Protection Registrar under new arrangements until October 2001 or when the current register entry expires which ever is the earlier.  (In the University’s case this will be much the same time.)  Under the revised ‘notification’ to the Data Protection Registrar, we will certainly have to notify all filing systems (manual and computer-based) held across the University in the Faculties and the University Archive as well as those held centrally. Restructuring might be the time to agree exactly what records are being held across the University and to adjust our return accordingly.  Executive Group has supported the proposal that the University to make the present data protection officer (The Registrar) the University Data Controller responsible for the overall University return and for advising data controllers for each area of their duties under the Act.

2.5 
Data security is an issue. The University has a duty to advise staff of the importance of having security standards in place and being systematic about observing them e.g. unacceptability of leaving PCs logged on to records, careless use of pass words, the need to prevent the theft of equipment with sensitive data on it, storage of discs and tapes, VDU positioning, secure storage of manual filing systems.

2.6 
There is a new data protection principle concerning the transfer of data beyond national boundaries. This is only to be done where there is assurance that comparable data protection measures are in place in the receiving country. This could affect the way in which we send information about our students to international exchange partners. Advice has been given that countries within the EC would be acceptable but the USA would not necessarily be so.  We can protect ourselves by ensuring both that we have our students’ consent for the transfer of such data and also that we ensure that we ask our exchange partners to treat data confidentially e.g. not sell student data to direct marketing organisations. Detailed guidance on this aspect of the new act is available from the Data Protection Web-site (http://www.open.gov.uk/dpr/dprhome.htm)

2.7 
There is an exclusion which relates to the use of data for research purposes.  An individual data subject cannot object to data which is held on him or her being used in this way so long as the research has no bearing on the individual concerned. The data can be held indefinitely and might be used for purposes such as historical or statistical research. In the University’s case, individual student records might be kept indefinitely for the purposes of cohort analysis or identifying elements of the student population which meet the widening access agenda etc.  

2.8 
The new arrangements will be phased in.  All new records created since October 1998, however, will be fully and immediately subject to the new requirements.

2.9 
For data or processing already underway and for manual systems, there are transitional arrangements, i.e. for systems already in place before October 1998.  Until 2001, such systems will be exempt from all data protection principles and from the first five principles until October 2007. There is an argument that new data subjects or categories being added to existing systems will be regarded as exempt e.g. with manual filing systems, there may be an argument that new subjects are added to an existing system and therefore the whole is subject to transitional relief. The Data Protection Registrar will have discretion to decide how far this is legitimate. It would be sensible to act, however, on the basis that we have an expectation to be open as far as possible and in the case of manual records by no later than October 2001. All sections of the University are advised to embark on a systematic review of working files to bring them into line within that and to consider what information should be retained for archive purposes.  Work on files in an archive is much more difficult, especially in a context such as ours which expects records on students in some form to be maintained in perpetuity. Fortunately files have always been reduced substantively before archiving but the UCAS form containing a personal reference has always been retained.  

2.10 
Special arrangements have been included in the Act with relation to examination marks. Students do not have a right to see their examination scripts. Students will not have a right to see their marks during the period of mark processing. This will be achieved as follows.  If an institution receives a request for such information from a data subject, the institution will not be obliged to respond until the earlier of 40 days after the announcement of the results or five months after the receipt of the request and fee. If an institution takes longer than five months to process its results, it may be forced to disclose.  This suggests, however that the University may not be able to rely on withholding information about marks in the context of student debt. It will, however, have no obligation to award a degree or issue a transcript.     

2.11 
The Act gives Data Subjects the ability to enforce their rights and provides them with remedies via the courts if necessary. 

3.
 Policy on Data Protection 

3.1 
The University’s general policy on Data Protection is set out below. Specific arrangements apply to staff files and access to staff files which will be notified by the Director of Human Resources after necessary consultations have taken place. At the time of writing, the University Data Controller is the Registrar.

3.2 
The University will regard all systematic data records, including manual filing systems, as being potentially open to data subjects under the provision of the 1998 Data Protection Act. Each area of the University holding such records should be encouraged to prepare their files accordingly in relation to the data protection principles bearing in mind that:
· files should be regarded as potentially open to the subject.

· the data should be accurate.

· data should be held no longer than required.

· no more data than can be justified should be held.

· data should be secure.


and that the University does not have to grant a data subject access to any record unless:
· the request is made in writing.

· a proper fee is paid.* 

· proof of identity is provided by the data subject.

3.3 
The University will, as far as possible, provide data subjects with information on the data which is being collected and held on them and seek the necessary permissions for exceptional usage.

3.4 
Each identified area with a relevant filing system will identify itself and a named data controller for the area to the University Data Controller, who would be responsible for the University notification to the Data Protection Registrar.  

3.5 
The area data controller will be responsible for ensuring the compliance of the data in his or her area with the data protection principles, including security of the data and facilitating access to the data as required.

3.6 
All requests for access to data under the scope of the Data Protection Act (other than arrangements reached for Personnel Files) should be via the University Data Controller and may subject to the payment of a proper fee.   

3.7 
Data and files made available under such arrangements will be made available under the auspices of the University Data Controller unless specific alternatives are negotiated e.g. Personnel Files.

* 
The maximum fee is still to be specified under the terms of the Data Protection Act 1998.  The maximum fee permissible under the 1994 Act was £10.00.



1. The adoption of procedures for the production of references are underpinned by a clear rationale which intends:

I. That there is a clear idea of the purpose of the reference, for whom it is intended, and the use to which it will be put.

II. The University’s objectives are reflected and enhanced.

III. Conformity with the roles and responsibilities of the academic structure.

IV. The procedures are acceptable to the majority of stakeholders.

V. That procedures are capable of realisation and potential for difficulties are minimised (effective and efficient); resource is used economically.

VI. Evaluation of prior experience is acted upon.

.

2. Principles informing the production of references

I. A reference is a particular kind of document and should be ‘tailored’ to suit its purpose.

II. A reference reflects on the institution as much as the student

III. References are best written by those who know the student best.

IV. Students have the right to request a reference from whom they choose.

V. Referees need access to information about the students experiences and achievements in University.

VI. References should be open.

3. Rationale for the Referencing System

The Academic Tutor is responsible for monitoring the overall development of the student.  This puts them in the key position for writing the reference.  

I. A reference is requested for a specific purpose.  It is distinct from an assessment of student performance within a programme.  A quality service would be capable of responding to that specificity.  Thus, a reference for a higher degree programme would look different to one for a trainee management post.

II. Tutors will be from the programme in which the student is majoring, therefore are likely to be well informed about the student.  

III. It is a more manageable task at this level (20 students) and, therefore, a higher quality product is likely.

IV. The Head of Programme will be freed up to perform his/her proper management function of co-ordinating and evaluating the overall activity.  Tutors could report any difficulties they had encountered vis-à-vis information supplied to them, their own development needs, and student participation in the programme.

V. The student has one initial point of contact if dissatisfied with the final reference, and the Head of Programme can be an arbiter in a dispute.  If the Head of Programme is the tutor then the Dean of Faculty will act as arbiter.

VI. Updating of records is more easily achieved at tutor level.

4. Procedure

I. The current system of producing references for Registry records is replaced by the production of a summary report.  This summary report will be in two sections:

Section A

a. Academic achievements and strengths

b. Skills and attributes sought/requested by employers

c. Personal qualities, activities and achievements

d. Detail of placements/internships

Section B (which should be on a separate page)

e. Identified weaknesses

I. Responsibility for production of the summary reports rests with the Academic Tutor (and the student) who will utilise all the reports held in the students’ records.  The Academic Tutor is accountable to the Head of Programme for the quality of their work.

II. To account for significant differences between programmes, individual Heads of Programme, with personal tutors, will decide whether:

III. To provide references (as distinct from summary reports) on request only, or
IV. To put a reference on file with the summary report.  

V. Students may request another member of staff to provide a personal (as opposed to University) reference.  Academic staff approached for a ‘personal’ reference may consult the student’s record.  References provided by programmes which lead to a professional qualification need to meet the requirements of that profession.

VI. References will normally be despatched within one week of receiving the request.  

VII. The Head of Programme is responsible for monitoring the standard of reference writing and may request copies of references.  The standard of posting references within one week should not be compromised by the evaluative process.

VIII. The summary report and any specimen reference produced will be archived in the Registry.  Copies will be kept in the students’ Development Profile. *
The Academic Tutor will write the reference.  In the absence of the Academic Tutor, the Head of Programme will be responsible for writing the reference.














5. Future developments for consideration by Award Bearing Programmes

Students could, in the first instance, write their own summary report which is then presented for discussion and negotiation.  This would be the logical outcome of the Graduate Profiling system which is intended to:

I. Give the student responsibility for his/her own decision making.

II. Promote learning skills.

III. Develop reflection and self-awareness.

IV. Promote self-awareness via self-assessment and comparison with the assessment of others.

V. Develop informed student choice within a programme of study.

All of which are stated learning outcomes for University graduates and which are best reinforced through all student focused activity. 

It also:

I. Builds on work developed by colleagues.

II. Is consistent with developments in the wider context of HE in which we have been a leader.

III. Allows students to participate in an appraisal system that reflects the one we have chosen for our own appraisals. 

IV. Will contribute to moving the University culture towards partnership in learning.

V. Acknowledges that the student is the constant arbiter of his/her development.

VI. Contributes to student development in other ways, e.g. the student may be required to write references for others in the future.

* 
Heads of Programme should note that student files held by Registry will be sent to the University Archive 3 years after a student has left University.  The file will be reduced to the minimum documentation necessary and will be microfilmed.  Summary reports and specimen references to be held on central files should be sent to Registry as soon as possible after graduation.  It would seem unnecessary, however, to keep copies of every reference provided for specific purposes. 
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Retention of Student Work

1. Reasons for archiving student work
· The need to have work available in the event of an academic appeal.

· The requirement of quality assurance and benchmarking of academic standards over time.

· The provision of a resource for staff development purposes to staff new to the University and new external examiners.

1. QAA have provided little detailed guidance but do expect institutions to evaluate periodically the maintenance and development of academic standards and suggest that institutions should consider:

· Maintaining and using an archive of sample marked scripts in all subject areas.

· Analysing trends in results.

1. Retention of student work for Appeals
Schools should retain student assessed work and examination scripts until the likelihood of appeal has passed.

For each level of programme, assessed work relating to the previous year of study need not be retained beyond the December following the year in question. In the case of first and second year work, Faculties may wish to develop a practice of retaining feedback sheets until a student has graduated.

2. Archiving for standards
The University requires Faculties to set up module boxes and retain:

· A small sample of assessed work including feedback from tutors and evidence of moderation.

· Module handbook.

· Mark sheet showing the complete results for the module.

· A paper showing an analysis of trends of results in the module. (Faculties should consider analysing trends over a three-year period).

1. Copies
Students may be required to submit two copies of assessed work so that Faculties can construct an archive. Students should be notified of the need to do so in module handbooks.
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STUDENT REFERENCE PROCEDURES











Request for reference





Academic Tutor in


University?





Send (within 7 days) Section A of summary report to person requesting a reference with a covering letter explaining why a customised reference cannot be made and inviting further contact at a specified date.





Head of Programme in University?





No





Yes





Pass reference request to Academic Tutor





No





Yes





Pass reference request to


Head of Programme





Reference written within 7 days









