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SECURITY POLICY

Policy Statement

The Health and Safety at Work Act 1974 places a duty of care on the University to provide a safe environment for its employees, students and members of the public.
It is the University’s policy to promote the safety and security of its employees, students and visitors and the University seeks the cooperation of all these groups in implementing this policy.

The University will:

· Ensure, as far as is reasonably practicable, the security of its employees, students and visitors.

· Make reasonable efforts to safeguard its properties and possessions

· Encourage the active interest of all staff, students and visitors in the safety and security of themselves and others.

· Provide an agreed level of response to any activity that threatens the security of individuals, property or activities of the University.
· Provide information and training as appropriate to both staff and students
The University actively encourages consultation with employees’ representatives and this will take place via the established Health and Safety Committee

This policy will be periodically reviewed to ensure it remains appropriate to the University’s needs.

Organisation and Responsibilities
Governing Body

The Governing Body has overall responsibility for the security of the University.
Vice Chancellor
The Vice Chancellor is responsible on behalf of the Governing Body for ensuring that the responsibilities of the University are fulfilled.
Senior Managers

Senior Managers are responsible for security matters in the areas for which they are accountable.  This includes:

· Ensuring they are familiar with the contents of the Security Policy

· Maintaining an asset register (as per the University’s financial regulations)

· Undertaking security risk assessments for their area of responsibility

· Ensure all members of staff or students within their area of responsibility understand and exercise their security responsibilities.
It is recognised that senior managers may wish to delegate responsibility for the routine involved in these tasks to an nominated individual in their area, but the overall responsibility for security matters will remain with them.

Staff 

Every member of staff has a responsibility to:
· Work with due regard to the security of themselves and others, including other staff, students and members of the public

· Ensure that the security of any University property they may use has been considered and that appropriate measures are in place to prevent its loss.

· Ensure that the area in which they work is properly secure at the end of the working day.

· Report any suspicious activity to the security department

· Comply with the University’s security policy

Students

Every student has a responsibility to:

· Use University premises, including residences where appropriate, with due regard to the security of themselves and others, including other staff, students and members of the public
· Report any suspicious activity to the security department

· Comply with the University’s security policy

Visitors (including commercial guests)

Visitors, whilst on University premises, using its facilities or taking part in activities must comply with the University’s security policy.
Special Responsibilities:

Director of Facilities

The Director has overall responsibility for 
· Development and implementation of the University security policy

· Ensuring the integration of the security policy with other University policies and procedures

Deputy Director of Facilities

The Deputy Director has responsibility for:

· Development, implementation and monitoring of security related policies and procedures

· Contract negotiation and management for external security provider

Head Porter

The Head Porter has responsibility for:

· Day to day management of external security contract

· Control of keys and access cards

· Control of CCTV usage and associated data protection requirements.
Security Operatives 

The security operatives have responsibility for the security duties as outlined in the relevant assignment instructions. These include:
· Monitoring of CCTV cameras

· External patrols of all sites

· Internal patrols of office and teaching areas

· Locking and unlocking of buildings

· Monitoring of car parks

· Monitoring of alarms

Key Security Objectives

It is recognised that the security section has an important role to play in supporting the University key strategic aims.  In line with resources available, the key objectives are:
1. Ensuring the safety and security of staff, students and visitors

Evidenced by:

· Provision of a 24/7 security team

· Patrols of all sites in line with contract specifications

· Provision and 24 hour monitoring of CCTV cameras at all sites

· Developments in the installation and use of technology for areas such as building access and identification systems

· Improved communication between the security team and other staff, students and visitors

· Provision of regular information and advice on safety and crime prevention to staff, students and visitors.

2. Protecting the property and assets of the University
Evidenced by:

· Provision of a 24/7 security team

· Patrols of all sites in line with contract specifications

· Locking and unlocking of all buildings in line with agreed schedules

· Provision and 24 hour monitoring of CCTV cameras at all sites

· Developments in the installation and use of technology for areas such as building access and identification systems

· Regular monitoring and analysis of security related incidents in line with HEFCE good practice recommendations.

3. Reducing the incidence of reported crime

Evidenced by:

· Provision of crime prevention advice to staff, students and visitors
· A yearly action plan which outlines planned initiatives in relation to crime prevention advice.

· Maintenance of  regular contact with the local Police

· Monitoring of reported incidents in line with HEFCE good practice recommendations which enable informed decisions to be made regarding changes to practice and procedures.

4. Maximise the efficiency and effectiveness of the department

Evidenced by:

· Amended assignment instructions which reflect a review of work practices and procedures to maximise efficiency and value for money

· Monitoring of service levels with a view to amendment where necessary

· Regular review of service level standards in line with contractual obligations

· Review of contract arrangements in line with University financial regulations
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